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Assumptions/Scope/DisclaimerAssumptions/Scope/Disclaimer

� Assumption: Audience has a basic 
understanding of the OLS 4.5.x architecture.

� Scope: OC 4.5.3/RDC 4.5.3/TMS 4.6/AERS 
4.6.x/Siebel 8.x. 

� Disclaimer: These methods are for debugging 
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� Disclaimer: These methods are for debugging 
production environment problems.  They are 
not intended for bypassing security measures 
or regulatory policies, and nothing in this 
presentation should be construed as intended 
for such purposes.
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Requirements for Debugging and Problem Requirements for Debugging and Problem 
Analysis Within Production OLS Analysis Within Production OLS 
environments.environments.

� OLS production environments, especially those 
running RDC or with a global user base, have close 
to 24x7 usage and availability requirements.

� This type of environment increasingly presents 
problems and issues which must be debugged and 
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problems and issues which must be debugged and 
analyzed in the production environment due to 

� critical time constraints

� dependency on production infrastructure or 
components which are part of the issue

� dependency on production data which does not 
exist elsewhere
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Requirements for Debugging and Problem Requirements for Debugging and Problem 
Analysis Within Production OLS Analysis Within Production OLS 
environments. (2)environments. (2)

� While creating refreshed copies/clones of the production 
environment and reproducing a production issue is the best 
analytical method, it is not always practical because:
� Production environments are more complex and 
sometimes can not be duplicated 100% in their entirety 
in a test environment (such as load balanced servers, 
public-facing network components, secure data)
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public-facing network components, secure data)
� Sufficient infrastructure (such as disk space and servers) 
may not exist to make copies of the production 
environment

� Downtime may be required to create production copies 
which may not be available

� System Administrator/DBA/Application Administrator 
resources and availability may not exist or may not be 
available in time
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Requirements for Debugging and Problem Requirements for Debugging and Problem 
Analysis Within Production OLS Analysis Within Production OLS 
environments. (3)environments. (3)

� Executing many debugging techniques as documented 
can:
� Cause short outages/downtimes which impact multiple users

� Negatively impact performance for all users

� Generate an excessive amount of debugging information/large 
logs, making it difficult to isolate a problem
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logs, making it difficult to isolate a problem

� Having a way to debug a specific user's issue without 
effecting the production environment performance, 
causing downtime, or generating excessive debug files 
is a tremendous advantage in a production 
environment
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Summary of Previously Summary of Previously 
Discussed Debugging MethodsDiscussed Debugging Methods

� Database Level RDBMS tracing for a running 
user’s session
� Useful for tracing an already running session

� Static HTML file generation for individual 
testing of Forms-related configuration changes, 

7©2008 DBMS Consulting, Inc. Unauthorized Duplication is Strictly Prohibited                                   Presented by: Sunil G. Singh

testing of Forms-related configuration changes, 
not at the system-wide formsweb.cfg level 
� Useful for testing changes related to forms 
parameters or tracing forms which crash for a 
specific user

� Setting environment variables for specific 
sessions, not at the registry level
� Useful for hiding forms such as OS Password, Job 
Scheduling and Reports Queue Monitoring
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Summary: Previously Discussed Summary: Previously Discussed 
Debugging Methods (2)Debugging Methods (2)

� Using User Logon Triggers, used when:
� an entire job submitted by a user needs to be 
traced

� the user’s session fails during the login process

a session modifiable parameter needs to be � a session modifiable parameter needs to be 
changed/tested at the user level

� Very useful in performance tuning, when combined with 
local schema objects

� Cross Referencing Desktop Client sessions to 
Application Tier to RDBMS

� Forms 6i-based, use of .rti files
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Cross Referencing Desktop Client Cross Referencing Desktop Client 
session to Application Tier to RDBMSsession to Application Tier to RDBMS

� The Windows process ID is the same as the first part of 
the process column in v$session in the RDBMS level.

� When querying v$session, be sure to include the 
username, process, program AND terminal column in 
environments where multiple Middle Tiers can connect to 
the same instance.  This allows the correct identification 
of the Middle Tier and the correct forms executable 
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of the Middle Tier and the correct forms executable 
process

� The second part of the process column is the Windows 
thread id. The thread ID can NOT be seen through the 
normal Task Manager process list and different utilties 
are required to see the thread ID.

� The OS-level process ID can be identified by joining 
PADDR in v$session to ADDR in v$process. The SPID is 
the process ID of the corresponding TNS listener process 
on the RDBMS Server if Dedicated Listener is being used.
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[X] PROBLEM: Page Does not [X] PROBLEM: Page Does not 
OpenOpen
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RDC RDC 4.5.3 Individual URL 4.5.3 Individual URL 
debuggingdebugging

� All parameters listed here are from: Metalink DocID: 
400219.1: Configuration/Debug for RDC OnSite

� The general URL is of the form:
� http://<Middle_Tier.domain>/olsa/oc/rdcLogin.do?event=doSe
tup&db=<OPA_CONFIG_NAME>&debug=<options>

� This url also support additional debug parameters with &debug 
added to the end of the URL:
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added to the end of the URL:
� dcapi (Debug DCAPI, similar to OPA_DCAPI_PDF_DEBUG 
registry key = Y)

� %OPA_HOME%\log\dcapiHtml_<userid>_<ts>.dbg
� %OPA_HOME%\log\dcapiJaveDebug_<userid>_<ts>.dbg

� surround (Debug the Servlet, similar to setting the debug in 
the web.xml file)

� %OPA_HOME%\log\RdcOnsite0.xml
� all (Enable both dcapi and surround and opa_trace)
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Configuration Configuration Name for RDC Name for RDC 
OnSiteOnSite DebuggingDebugging
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Debug Debug Files on the RDC ONSITE Files on the RDC ONSITE 
ServerServer
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� RdcOnsite0.xml: This is a continuous log with 
all errors encountered in the RDC OnSite
spreadsheet historically kept.

� A backup copy is required to open the .xml file 
in wordpad while OnSite is running
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Debug Debug Files on the RDC ONSITE Files on the RDC ONSITE 
Server (2)Server (2)

� Delog0.xml: Contains J-Initiator like 
servlet-errors, also historically kept, 
usually related to disconnections of a 
data entry pagedata entry page

� A backup copy is required to open the .xml 
file in wordpad while OnSite is running

� olsardcapi.dll authentication log: Contains 
specific arguments to the calls to the 
Java Servlet functions and their result
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Errors Errors from from DcapiHtmlDcapiHtml and and 
DcapiJavaDcapiJava Debug fileDebug file
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RDC RDC 4.5.3 Individual URL 4.5.3 Individual URL 
debugging (2)debugging (2)

� OPA_TRACE package can be invoked with:

� http://<Middle_Tier.domain>/olsa/oc/rdcLogin.do?event=doS
etup&db=<OPA_CONFIG_NAME>&opaTrace=TRUE&debug=
<options>

� Populates entries in the OPA_DEBUG table (see 
opadebug_verbose.log)opadebug_verbose.log)

� Enable session level SQL Tracing

� http://<Middle_Tier.domain>/olsa/oc/rdcLogin.do?event=doS
etup&db=<OPA_CONFIG_NAME>&sqlTrace=TRUE&debug=<
options>

� May not have bind variables available

� Useful since RDC 4.5.3 and TMS 4.6 create multiple sessions 
for each new page/form 
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Logon Logon Triggers for more precise Triggers for more precise 
SQL tracingSQL tracing

� Compile trigger for a specific user but make the 
trigger disabled

� Log into RDC/TMS/AERS with a normal URL: 
NO DEBUGGING OPTIONNO DEBUGGING OPTION

� BEFORE opening page or form with error, 
ENABLE the trigger

� AFTER opening page or form, DISABLE the 
trigger

� Copy the .trc file immediately to prevent 
further writes
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Java Console DebuggingJava Console Debugging

� For 9i Forms, located in the Control Panel 
for 1.3.x Java versions (TMS 4.6/AERS 4.6)

� Console and Show Exception dialogue can 
be enabled:be enabled:
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NetworkNetwork--Based http debuggingBased http debugging

� More sophisticate network debugging can be used with http level 
trapping tools such Paros Proxy

� Each argument for servlet communication can be analyzed when 
examining an issue, for example, a specific CRF page not opening 
in RDC Onsite

Combine with the debug options to determine if the issue is � Combine with the debug options to determine if the issue is 
related to the:

� Study Design

� Data

� Application

� The key is to set the IE Browser to have a proxy of 127.0.0.1 
while Paros is running

� This traps the browser traffic and then sends it to the 
application tier destination
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Set Set the local proxy Server to the local proxy Server to 
127.0.0.1:80127.0.0.1:80
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Sample Sample Output from ParosOutput from Paros

� Each http request and response is logged with the 
FULL URL actually passed to OLS

� These requests can be stored or modified to debug 
specific URL-related issues
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Identify Identify specific failing request specific failing request 
and responseand response
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Forms 9i DebuggingForms 9i Debugging

� Enable trace with: 

� http://<Middle_Tier.Domain>/forms/frmservl
et?config=opa46&record=forms&tracegroup
=0-199=0-199

� Perform actions which require tracing

� Examine forms_<PID>.trc in 
%ORA_10gMT_HOME%\forms\trace
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Forms 9i Debugging (2)Forms 9i Debugging (2)

� Parse the trace files with:

� set ORACLE_HOME=<ORA_10gMT_HOME>

� set 
CLASSPATH=%ORA_10gMT_HOME%\forms\java\frmxlat
e.jar; %ORA_10gMT_HOME%\forms\java\f90all.jare.jar; %ORA_10gMT_HOME%\forms\java\f90all.jar

� FOR XML: %ORA_10gMT_HOME%\jdk\bin\java 
oracle.forms.diagnostics.Xlate Datafile=forms_<PID>.trc 
Outputfile=forms_<PID>.xml OutputClass=WriteOut 

� FOR HTML: %ORA_10gMT_HOME%\jdk\bin\java 
oracle.forms.diagnostics.Xlate Datafile=forms_<PID>.trc 
Outputfile=forms_<PID>.html 
OutputClass=WriteOutHTML
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Additional Debugging Methods Additional Debugging Methods 
for RDC Session Level errorsfor RDC Session Level errors

� System Profiling

� Provides excellent timing metrics for each actual page

� Add: ?event=doSetup&deparams=profile:1

to the RDC URL

Enable DE general logging � Enable DE general logging 

� Modify dataentrylogger.properties file

� Set level=FINE or FINER or FINEST for advanced 
debugging, default to WARNING

� Excellent documentation reference:

� RDC 4.6 Administration Guide, Section 14.5, “Debugging 
the RDC OnSite Application” and 14.6 “Debugging 
Performance issues in the Data Entry Window”
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MDR troubleshootingMDR troubleshooting

� For AS10g Infra Home (controls OID and 
the OEM HTTP listener)

� OID can be manually restarted with oidctl

A new instance number can be set if oidctl � A new instance number can be set if oidctl 
does not start correctly. It could also be an 
issue with the ODS schema account in the 
MDR

� Ldapbind must be run manually afterward

� Then opmnctl startall should work
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MDR troubleshooting (2)MDR troubleshooting (2)

� For the AS10g MT Home (controls OC4J olsardc 
applications)

� MDR can be resynched with the Application Tier files or 
Application Tier can be resynched with MDR

� dcmctl in shell mode is very useful for extended help� dcmctl in shell mode is very useful for extended help

� updateconfig -force –d <IAS_INSTANCE>

� Usually, force is required for updating .xml config files

� resynchinstance -force –d <IAS_INSTANCE>

� Usually, force is required for updating MDR

� olsardc can be removed and reinstalled

� dcmctl removeComponent -co olsardc 
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Using 10g Grid Control for Monitoring Using 10g Grid Control for Monitoring 
RDC 4.5.3 and Siebel Clinical 8.0RDC 4.5.3 and Siebel Clinical 8.0

� Since RDC 4.5.3 runs solely on Oracle AS 10g R2 
without additional Plug-Ins, it is a true J2EE application 
running with Oracle Containers for Java or OC4J

� Siebel Clinical can also Optionally deployed with the 
same technology stack for its application servers, 
although this is not required
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although this is not required
� Oracle has introduced OEM 10g Grid Control with 
extensions to natively monitor and control both OC4J 
applications as well as Siebel RDBMS and application 
servers.
� OEM requires that the Siebel Application Pack for OEM be 
installed on top of OEM 10g Grid Control to monitor Siebel

� Additionally, Siebel itself has some detailed logging 
configuration options available
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Using 10g Grid Control for Using 10g Grid Control for 
Monitoring RDC 4.5.3Monitoring RDC 4.5.3

� As shown in the next example, any J2EE application running in 
OC4J, such as RDC 4.5.3, can be monitored and controlled once 
a OEM 10g Grid Control agent is installed on the same 
Application Server running RDC 4.5.3.  

� The Oracle Enterprise Manager Concepts Guide describes some 
possible Monitoring options and alerts show below
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Using 10g Grid Control for Using 10g Grid Control for 
Monitoring RDC 4.5.3 (2)Monitoring RDC 4.5.3 (2)
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Siebel Architecture overviewSiebel Architecture overview
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Using 10g Grid Control with Oracle Using 10g Grid Control with Oracle 
Application Management Pack for Monitoring Application Management Pack for Monitoring 
Siebel CRMSiebel CRM
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Types of Logging in available in Types of Logging in available in 
Siebel Clinical: Application Object Siebel Clinical: Application Object 
ManagerManager
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Types of Logging in available in Types of Logging in available in 
Siebel Clinical: Application Object Siebel Clinical: Application Object 
Manager (2)Manager (2)

� Excerpted from Siebel Systems Monitoring and Diagnostics Guide, previous, 
current, next slides
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Types of Logging in available in Types of Logging in available in 
Siebel ClinicalSiebel Clinical

� Log Levels are 1=Most Severe to 6=Informational messages
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Troubleshooting Troubleshooting CTMS IssuesCTMS Issues

• Errors resulting from configuration 
problems in the Repository.

• SQL Execution errors and tracing on the 
Dedicated Client.Dedicated Client.

• SQL Execution errors and tracing on the 
server for Thin Client.

• Running the Siebel Client in debug mode
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Configuration Configuration 
TroubleshootingTroubleshooting

� Validate configuration of 
Repository Objects before 
compiling SRF:

� In Siebel Tools, select object(s) 
of any type, right click, Validate.of any type, right click, Validate.

� Set output log filename and path.

� Click Options  and choose rules 
to enforce, or “Enforce All”.
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SQL SQL Query Troubleshooting Query Troubleshooting ––
Dedicated/Remote ClientDedicated/Remote Client

� Configuration problems with Repository and/or 
Database objects can cause SQL errors in the 
application:

� Edit Shortcut Properties for Siebel Clinical.

� Use the /s command line switch followed by a path 
and filename for output to specify a SQL trace file 
which will help identify the query that is causing a which will help identify the query that is causing a 
problem.

� When an error occurs, open the output file and the 
last query logged should be the culprit.  By 
analyzing the tables involved, in the context of the 
screen/view/business object where the error 
occurred, you should be able to identify the 
problem Business Component.

� Sometimes running the SQL statement with a third 
party SQL client (like Toad) can help identify a 
problem if it is with the physical DB object layer.
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SQL SQL Query Troubleshooting:Query Troubleshooting:
Server Component (Thin/Web Client)Server Component (Thin/Web Client)

� To trace the SQL execution and event handling 
of server components, you need to set certain 
flags within the Component’s parameters:

� Navigate to the Administration – Server � Navigate to the Administration – Server 
Configuration screen, Server Component 
Parameters view, and query for the eClinical 
Object Manager component on the correct 
server(s).

� Click the “Hidden” button on the Component 
Parameters applet and set the SQL Trace Flags 
parameter to 7.
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SQL SQL Query Troubleshooting:Query Troubleshooting:
Server Component (Thin/Web Client)Server Component (Thin/Web Client)

� The log file for the component task, including 
the trace of executed SQL, can be found at the 
following path:

� /<siebelroot>/siebsrvr/enterprises/<enterprisen� /<siebelroot>/siebsrvr/enterprises/<enterprisen
ame>/<siebelservername>/log

� (Don’t forget to turn the trace flags back to 0 
when you are finished as tracing produces large 
output files.)
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[X] Set SQL Trace on Siebel [X] Set SQL Trace on Siebel 
Thin/Web ClientThin/Web Client
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Running Running the Siebel Client in the Siebel Client in 
Debug ModeDebug Mode

� For the purposes of debugging Siebel eScript or Siebel 
VB script, you can run a client session in debug mode 
and set breakpoints in the script(s).

� In Siebel Tools, select View, Options, and edit the 
information in the Debug tab.  Make sure to include the information in the Debug tab.  Make sure to include the 
/h switch in the command line “Arguments” (you may 
also include /s and specify a SQL trace output file).
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Siebel Tools => View => Options Siebel Tools => View => Options 
=> Debug Tab=> Debug Tab
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Running Running the Siebel Client in the Siebel Client in 
Debug Mode (2)Debug Mode (2)

� To set a breakpoint, right click the left 
margin of the line and select Toggle 
Breakpoint.

� Start the client in debug mode by pressing 
F5, or select Debug, Start, from the F5, or select Debug, Start, from the 
menubar.

� When the breakpoint is reached the client 
will halt and Siebel Tools will now allow 
you to step through the script with familiar 
commands like F8, and resume with F5.
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ConclusionsConclusions

� The OLS Application Suite has become more 
complex but many components are using more 
current technologies.  As a result, there are 
more options available to analyze and debug 
production level problems and issues.
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production level problems and issues.

� It is still possible to utilize the core RDBMS-
level and Forms level methods shown to isolate 
and identify issues in many cases, even when 
complex architecture or technology stacks are 
present.
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Question and Answers Question and Answers 

Sunil G. Singh
singh@clinicalserver.com
+1-860-983-5848

Jose Garcia
jgarcia@clinicalserver.com

Dr. Letian Liu
lliu@clinicalserver.com
+86-134-0212-4879

Jason Essig

jessig@clinicalserver.com
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jgarcia@clinicalserver.com
+1-347-452-9501

Anoop Nair
arnair@clinicalserver.com

+1-917-881-4524

jessig@clinicalserver.com

+1-917-846-7683
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Jose Garcia, Vice President, DBMS Consulting, Inc.

� Jose is the VP of systems architecture and performance/capacity 
planning for DBMS Consulting. He is responsible for developing 
methodologies and standards and best practices for architecting high 
throughput enterprise class Oracle RDBMS based solutions. He is also 
responsible for developing methodologies for the troubleshooting of 
performance problems on Oracle RDBMS based systems. Jose has over 
13 years of experience assisting clients in both the health and financial 
services sectors.
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Dr. Letian Liu, Director DBMS APAC, DBMS Consulting, Inc.

� Dr. Liu has recently moved back after 16 years in the US to Shanghai, 
to head the Asia Pacific operations for DBMS Consulting. Dr. Liu brings 
in 20 years of experience with clinical trials and data-management, 
Pharmaceutical R&D and applied chemistry.  Prior to joining DBMS 
Consulting, Dr. Liu was technical lead for Oracle Clinical/ePower with 
Covance, and Senior Architect for Oracle 
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Covance, and Senior Architect for Oracle 
Clinical/TMS/RDC/ePower/AERS/IReview at Ingenix(i3); and as 
research scientist at REVLON. Dr. Lucy Liu holds a Ph.D. in Analytical 
Chemistry from The City University of New York, a BS degree in 
Engineering  from Zhejiang University in China.

Jason Essig, Senior Siebel Architect Expert, DBMS Consulting, Inc.

� Jason is a Senior Siebel Architect Expert for DBMS Consulting, with 10+ 
years of Siebel configuration and architecture experience.


